@ GATEKEEPER

GateKeeper Proximity

Why Proximity Authentication is Better

Takes fewer steps

Nothing to read and type. As long as you
have your key with you, authentication is
instant and automatic. Seamless login.

Automatic authentication

Passwords are never transmitted over
the air. Credentials are protected by mil-
itary-grade AES-256 encryption.

Login to any PC without passwords

Unlike sending a number and typing it every
time, GateKeeper automates the entire pro-
cess—a password caddy.

Continuous authentication

Even after logging in with 2FA, unlike other
solutions, GateKeeper continues to check
for your presence and locks when you leave.

Easy to provision employees

No phone needed to sending unsecure
OTPs. GateKeeper is easy to provision and
easy to deactivate if lost.

PROXIMITY LOCK AND UNLOCK

Login and out seamlessly with your presence.

GATEKEEPER PROXIMITY PHONE-BASED SMS

The GateKeeper Proximity Difference

Takes too many steps—friction

Must open your phone and type in a code
every time you log in. Too much end-user
training required. Not PPE-friendly. Slow.

SMS isn’t safe anymore

Open to interceptions, spoofing attacks,
SIM swapping, and more. An unlocked
phone can lead to serious breaches.

Not multi-PC friendly

Typing a new OTP at every login is time-
consuming and annoying. Login is slow and
not instant. Too many usability issues.

One-time 2FA

Authentication is only done at login, then
that’s it! If you leave your PC unlocked and
leave, your PC is vulnerable.

Company-issued phones are expensive
Can’t rely on individuals’ phones. Company
phones are expensive and difficult to get
back from employees that are leaving.

GateKeeper automatically locks when the user walks away.

No unlocked workstations! Impossible with SMS authentication.
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