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What is the GateKeeper Hub?

The GateKeeper Hub is your personal command center that allows you, as a GateKeeper administrator, to
implement policies on the GateKeeper network. Once installed, the GateKeeper Hub dashboard can be
accessed from any computer on your network. It gives admins the ability to

Push global settings on all client computers

Create high-security or convenience zones for users
Generate detailed audit reports for compliance regulations
Manage access control on all client computers

Real-time tracking of all GateKeeper users

Accessing the Hub Dashboard

Open Google Chrome web browser (which is our recommended browser) and on the address bar, type
“https://<IP Address of the GateKeeper Server>:<Port Number>". Example for the |P Address and Port
Number are provided in screenshot below. If it is the same machine:

® GateKeeper Hub | Login X +

& C @ https:/192:168:14

4:3015/Account/Login?ReturnUrl=%2F

IP Address Port Number

As the Dashboard is starting up, you will be prompted to view a few introductory steps to get things
going. When the dashboard loads for the first time, click Start to begin the registration process.

o I, I . W

R

WELCOME TO GATEKEEPER HUB

GateKeeper Hub is the centralized management console for
your GateKeeper deployment.

Let’s set up the Hub for your organization.

© 2020 Untethered Labs, Inc. Page 3 of 80
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In Step 1, enter first name, last name, email, phone number, then click Next.

a8 8 @

Admin Profile Admin Credential Recovery Code

STEP 1: SET UP AN ADMINISTRATOR PROFILE

The administrator will have full control over the GateKeeper
Hub application.

Enter First Name
Enter Last Name
Enter Email

Enter Phone Number

In Step 2, create a username and password to log in as the GateKeeper administrator.

: ———a——a

Admin Profile Admin Credential Recovery Code

STEP 2: SET UP ADMINISTRATOR CREDENTIALS

These credentials will be used to log on to the GateKeeper
Hub web application.

Choose Username

Choose a Password

Confirm Password

Previous

In Step 3, choose a Password Recovery Code to retrieve your forgotten password. Click Submit.

© 2020 Untethered Labs, Inc. Page 4 of 80
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2 3 A—B

Admin Profile Admin Credential Recovery Code

STEP 3: CHOOSE A PASSWORD RECOVERY CODE

You will be prompted to type in this code to recover your
password. Choose a code or phrase that you won't forget.

Password Recovery Code

Adding the License

Congratulations! You have successfully created your administrator profile. In order to activate GateKeeper
Hub, a user must upload their purchased license. Click Start.

Success Add License

Congratulations!

The administrator profile has been successfully created.
Next, we will add your license.

Click Choose File and select the license file that you downloaded after purchase. Click Validate.

© 2020 Untethered Labs, Inc. Page 5 of 80
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L

Success

LOAD LICENSE FILE
Click the "Choose File" button below to choose the license file. Then click on
"Validate" to load it.

You can download your license file from the GateKeeper Customer Portal by
going to https://gkchain.com/portal/login

Choose File No file chosen

1 2

Success Add License

LOAD LICENSE FILE

Click the "Choose File" button below to choose the license file. Then click on
"Validate" to load it.

You can download your license file from the GateKeeper Customer Portal by
going to https:/igkchain.com/portal/login

Choose File |license.json

validating...

Once the license is validated, GateKeeper Hub will be available for use.

© 2020 Untethered Labs, Inc. Page 6 of 80
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1 2

Success Add License

&

GATEKEEPER HUB IS NOW READY FOR USE

Add GateKeeper Users

If you want to add users later, go to Dashboard

© 2020 Untethered Labs, Inc. Page 7 of 80
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1 Dashboard

GateKeeper Hub Reference Guide

The Dashboard page provides an overview of GateKeeper activity on your network. Provided below is
a breakdown of all components and screenshot of the Dashboard page.

DASHBOARD

Computers
73

Computers registered in Hub

GATEKEEPER
ﬁ Hub

gkeeper

Dashboard
Group Settings

Secure Logged in Time

Computers o

Users 50

Custom Apps

Reports

Secure Logged in Time (Hours)

Logs

Scans

-+ LastWeek - This Week

Applications

1.1 Persistent Buttons

Users registered in Hub

% What's New [\ Notifications / Administration © Logout
Users Locks Unlocks
62 389 671
Locks using GateKeeper Unlocks using GateKeeper

Lock & Unlock Events

40

Lock & Unlock Events

Sun Mon Tue Wed Thu Fri sat

Locks last week -+ Unlocks last week Locks this week

Unlocks this week

There are clickable elements and links that exist on every page view in the Hub.

DASHIOARD  CusTomIR pORIAL  suport ]

| 10 © 2079 Untethered Labs, Inc

\
DASHBOARD The link redirects the user to the Dashboard page.
‘ .
CUSTOMER PORTAL The link sends the user to the GateKeeper
Customer Portal website.
SUPPORT | The Support link opens the user’s default email
e— program to contact the GateKeeper support team.
O The Untethered Labs, Inc. link sends the user to
the GateKeeper homepage.

© 2020 Untethered Labs, Inc.
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At the top of most pages are the following buttons.

DASHBOARD % What's New L\ Notifications 4 Administration © Logout

* What's New: The lightning icon shows the latest updates to the GateKeeper
solution.

Notifications: The bell icon - view and manage all notifications. From the
Q dropdown menu, users can click any notification to go to the related page.
This will be elaborated more in the Bell icon section of this document.

Administration: The wrench icon. This page includes other sections such as
V4 Hub Administration and Client Administration. These sections are explained in
the Administration section of this document.

(I) Logout: Clicking the power button icon will log the user out of the GateKeeper
Hub.

The status bar is located on top of the Dashboard page.

H 7 n 65 n 60,501 n 62,091

These four views provide real-time information on how many Computers are currently registered to
Hub, Users currently registered to Hub, Locks and Unlocks being performed using GateKeeper Hub.
The numbers change according to the usage of the application.

‘Computers’ shows how many computers are registered on the

Computers hub. Click to navigate to the Computers page.
64

© 2020 Untethered Labs, Inc. Page 9 of 80
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‘ ‘Users’ shows how many users are registered on the Hub. Click to

* Hisers navigate to the Users page.
39
U n Hut
‘Locks’ shows how many auto-locks have been performed using
Locks GateKeeper.
45,340
Locks using GateKeeper
\ The Unlocks status view shows how many unlocks have been
Unlocks performed using GateKeeper.
48,323

Unlocks using GateKeeper

Dashboard page also shows a summary of your weekly and monthly GateKeeper activity analytics.
Secure Logged in Time

Secure Logged in Time This display shows the organization’s GateKeeper
activity of secured sessions each day of the week.
When the user hovers their mouse over the data
points, information will be displayed in hours.

Lock & Unlock Events

Lock & Unlock Events Shows the organization’s GateKeeper lock and
unlock activity for the past and current week.

Locks last week =+~ Unlocks last week Locks this week Unlocks this week

© 2020 Untethered Labs, Inc. Page 10 of 80
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Computers Activity: This section keeps track of how actively users are using their GateKeeper tokens
to log in and log out of each computer. The list displays each computer’s name with Total Sessions,
Total Time, Sessions Today, and Time Today. Users can view past data with the calendar option.

Users Activity: This section keeps track of how actively users are using their GateKeeper tokens to lock
and unlock computers. The list displays each users name with Total Sessions, Total Time, Sessions

Today, and Time Today. Users can view past data with the calendar option.

Computers Activity

Computer Total Sessions < Tatal Time (hes)
SVP-DESKTOR

UL-LAPTOP-06

SVP-LAPTOR-02 7 G064

£l

o9

Q G/\TEKEEPER

gkeeper

1.2 My Profile

Users Activity

Usar

Sidddharth Potbhare
Sai Vadld
Abe Kem
Ahina

Abhiray Jain

Tatal Time (hes)

Clicking the GateKeeper Hub icon will redirect to the Dashboard.

Clinking your username will open ‘Your Account’ page.

On the Profile tab, users can change profile picture, username, name, email address, and number,

and option to receive monthly GateKeeper activity email reports.

ﬁG/\TEKEEPER

gkeeper

@® Dashboard
Group Settings

Computers

%
=]
=
B Aes
P
[afal
A g

-

Applications

© 2020 Untethered Labs, Inc.

&

PASSWORD

YOUR ACCOUNT

PROFILE

&

ROLES

Email

siddharth@ulabs.io

Phone number

2026766486

Email me my Monthly Report

SAVE

Page 11 of 80
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On the Password tab, update current password and choose a code to recover their password.

YOUR ACCOUNT

O W &

PROFILE PASSWORD ROLES

Current password
New password

Confirm new password

UPDATE

The Roles tab shows what settings and features the current user can manage within the Hub.

YOUR ACCOUNT

O & g

Name
PROFILE PASSWORD ROLES

Group Settings View Edit
Computers View Edit
Users View Edit
Alerts View Edit
Custom Apps View Edit
Activity Reports View Edit
Compliance Reports View Edit
Client Logs View Edit
Server Logs View Edit
Alert Logs View Edit
Scans View Edit
Applications View Edit

© 2020 Untethered Labs, Inc. Page 12 of 80
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2 Administration

To access, click Administration (wrench icon) in the upper-right corner of the Hub Dashboard.

( GATEKEEPER i DASHBOARD 4§ What'sNew [l Notifications & Administration @ Logout
R Hub

Administration page: admins can manage other Hub users, upload licenses and logos, define admin
roles, stop/start data collection, change Lock Screen logo, and control Client Admin Access.

QG/\TEKEEPER {  ADMINISTRATION % WhatsNew [l Notifications , Administration @ Logout
Hub

» About this page @ Info

gkeeper

Deshiboard £ Hub Administration (]
% Group Settings
ot Seting 0 Client Administration (]
Computers
@ Off-site Hub Access Administration (]
2.1 Hub Administration
ADMINISTRATION % What's New [l Notifications  Administration (& Logout
» About this page @ Info
= Hub Administration @
Active Hub Accounts
= Hub Administration L

Active Hub Accounts
+ Add Hub Account

Type User Username Email Phone Roles Updated On Actions
Alexander Lee alee alex@gkaccess.com 2405475448 1 role 12/24/2019 2:13:08 PM
GateKeeper Hub 22222222 sds w23@wsd.com 232323232232 1 role 12/23/2019 10:29:09 PM
GateKeeper Hub test55 test3 rsj 07umarjsn222@sds.com 232323232323 1 role 12/23/2019 10:29:09 PM
umar lone raj 07umssarjaln@gmail.com 2026766486 1 role 12/23/2019 10:21:20 PM
GateKeeper Hub Sid Potbhare sid sid@gkaccess.com 3012334993 1 role 12/23/2019 8:13:39 PM

Administrators can add new Hub admin users by clicking + Add Hub Account.

This will bring up the ‘Add Hub Accounts’ page. Enter the user’s information.

© 2020 Untethered Labs, Inc. Page 13 of 80
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Add Hub Accounts @ Info X
[ ]
Profile Credentials Summary
Add from Active Directory
First Name Last Name Email Phone Number Roles Actions
James Holden james.holden@gkaccess.o 2405475446 Select Remove
Enter user’s credentials.
Add Hub Accounts @ Info X
L] ®
Profile Credentials Summary
Account Type Username Password Confirm Password Actions
GateKeeper Hub jholden 1 esssseaes @ | eesesennes & Remove
Add Hub Accounts @ Info X
] [] [ ]
Profile Credentials Summary
Verify and Save Hub Accounts
First Name Last Name Username Email Phone Number Account Type
James Holden jholden Jjames.holden@gkaccess.com 2405475446 GateKeeper Hub
Save Hub Accounts
Click Save Hub Accounts.
Administrators can also manage other existing Hub accounts.
Actions

Phone Roles Updated On

Email
sbrahek@a.cle = 34 1 114 1 PM Deactivate

The ‘Update Hub Account’ window will appear. The administrator can edit roles, change their
Password Recovery Code, change their password, and schedule a monthly email report.

© 2020 Untethered Labs, Inc. Page 14 of 80
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Manage Hub Account: Alexander Lee @ Info X

Username: alee
Type: Active Directory
Password: &
Confirm Password: &
Roles: 1 role selected

Monthly Report:

Click Update Account when done editing.

Inactive Hub Accounts
From the ‘Active Hub Accounts’ section, administrators can Deactivate Hub accounts.

Active Hub Accounts

User Username Email Phone Roles Updated On Actions
Test Test Test abrahak@g clemson.edu 4437833034 1 roles 11/1/2019 12:37:24 PM Manage

A prompt will pop up to confirm the action.

@ Do you want to deactivate Hub Account
for Test Test?
Gatekeeper Hub access for the user will be
rermoved.

The account will then appear in the ‘Inactive Hub Accounts’ section.

© 2020 Untethered Labs, Inc. Page 15 of 80
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Inactive Hub Accounts

Type User Username Email Phone Roles Added On
GateKeeper Hub xasdasd asdasdas dfgfdgdfgdf8 1role 11/13/2019 5:42:54 PM
GateKeeper Hub User Test harris harris@gman.com 3213213221 1role 8/18/2019 5:58:32 PM
GateKeeper Hub Kyle Sullivan kyle kyle@gkaccess.com 2405475446 1role 8/5/2019 11:57:47 AM

To reactivate the Hub account, hover over the desired account, and then click Activate.

GateKeeper Hub Kyle Sullivan kyle kyle@gkaccess.com 2405475446 1role 8/5/2019 11:57:47 AM

Hub Account Roles
The different roles for your Hub server will be located here.

Hub Account Roles

Name Description Actions
Administrator Complete read and write access to all aspects of GateKeeper Hub

Limited-User Read access to all aspects of GateKeeper Hub

Test test

To add new roles, click Add Role.

Hub Account Roles

Actions

Activate

+ Add Role

Enter in a name and description for the role. Once you have finished, click Next.

Create a Role

°
Information

Assign the permissions and type of access that the role is permissioned to have.

© 2020 Untethered Labs, Inc.
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Create a Role

[ ] [ ]
Information Permissions
Name
Groups and Settings v
Computers v
Users v
Alerts View
Activity Reports View
Compliance Reports View
Client Logs v
Server Logs View
Alert Logs View
Scans View
Applications View

Previous

Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit
Edit

Edit

Edit

GateKeeper Hub Reference Guide

If there are any changes you would like to make, click Previous.

Name:
Description:

Previous

Create a Role X
° °
nformation Permissions Summary

Save

Click Save to finish the process.

© 2020 Untethered Labs, Inc.
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Create a Role X
L] L] L J
Information Permissions Summary

Verify and Save Role

Name: Test Guide
Description: Example Role for Hub Guide

Previous Save

Licenses
The user licenses for the GateKeeper Hub server can be updated/changed here.

Licenses
. . ’ Da: Off-site X
Valid Until = Users Name * Email Phone = s . Status Actions
Left Access
8/31/2019 8:00:00 P sid@gkacces
’ 5 Sid grac 3012334993 Expired Active (%]
M s.com
Click Brow o sele cense file BROWSE UPLOAD
Licenses
Valid Until ~ Users -~ Name - Email = Phone = Days Left = Status Off-site Access Actions
12/30/2018 700:00 PM 5 Abe Kim - QAT Goeghacesco 5% nan )

"

Click Browse to select new License file ® BROWSE UPLOAD

Click Browse, locate the license file you downloaded from the Customer Portal after purchase.
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Licenses
Valid Until Users ~ Name Email Phone Days Left Status Off-site Access Actions
abe@gkaccess.c
12/30/2019 70000 PM 5 Aoe Kim - QA7 @graceess.co % Ak o

m

Click Browse to select new Llicense file

® BROWSE UPLOAD

Once you have selected the file, click Upload to change the license.

Licenses
Valid Until Users ~ Name Email Phone Days Left Status Off-site Access Actions
12/30/2019 7:00:00 PM 5 Aipe Kim - QAT Foegrancess o 56 Actve [

m

Click Browse to select new Llicense file

Alternatively, under the Actions category you can Deactivate or Delete the license.

Licenses
Valid Until Users - Name Email Phone Days Left Status Off-site Access Actions
abe@gkaccess.co Deactivate
12/30/2019 7:00:00 PM 5 Abe Kim - QA1 &2 56 Active (<]
m Delete

Audit Information
Administrators can choose to gather Real-Time Scans, Client Audit Logs, and Server Logs.

Audit Information

Callect Real-Time Scans @
Collect Client Audit Logs €@

Collect Server Logs @

Hub Logos

Yes No
Yes No
Yes No

The logos displayed on the Hub can be customized (e.g. your corporate logo/icon). If you would like to
revert the logo back to the default GateKeeper icons, click the corresponding Reset button.

© 2020 Untethered Labs, Inc.
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Hub Logos

UPLOAD BIG LOGO

UPLOAD ICON
RESET BIG LOGO

RESET ICON

Database Information
Admins can view how much data in the SQL database has been allocated and in use by GateKeeper.

Database Information

Server Type: Express Edition (64-bit) Database Name: GateKeeper-3 Database allocated space: 1,680 MB
Schema Table Row Count Size

GateKeeper Scans 628.88 MB

GateKeeper EventLogs 251.76 MB

GateKeeper Credentials 2,156 082 MB

GateKeeper Devices 019 0.45 MB

GateKeeper Computers 94 0.13 MB

2.2 Client Administration

Computer Lock Screen Logo
The logo that appears on the lock screen for the Client application can be changed under the Computer
Lock Screen Logo section by clicking Upload New Logo.

O Client Administration @
Computer Lock Screen Logo GateKeeper Client Admin Access o
Name Updated On Actions
Admin Umar 9/13/2019 2:09:40 PM
Siddharth Admin 9/13/2019 2:09:40 PM
120f2itens < (1] > (3

UPLOAD NEW LOGO

GateKeeper Client Admin Access
Here, an admin can create a GateKeeper Client admin name and password. These credentials are used
to temporarily enable the Windows Credential Provider after it has been disabled on a computer. After
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unlocking the Windows Credential Provider, the admin can log in using their domain or local username
and password.

L Client Administration @

Computer Lock Screen Logo GateKeeper Client Admin Access o

(Q Name © Updated On = Actions -

UPLOAD NEW LOGO

To add a new GateKeeper Client Admin Access, click the @ con.

L Client Administration L]

Computer Lock Screen Logo GateKeeper Client Admin Access

Name © Updated On © Actions *

UPLOAD NEW LOGD

A small popup window will appear. Fill out all the information and then click Save.

Add GateKeeper Client Admin Access x

Name (required)

Test

Admin Access Password (required)

Confirm Admin Access Password (required)
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Off-site Hub Access Administration

GateKeeper Hub website runs on this computer and is accessible only on the local network. This
means that when a computer is not on the network, the GateKeeper Client application is unable to
communicate with the Hub, unless there is a VPN connection. Furthermore, Hub administrators
cannot access the website over the Internet, unless they are using a VPN connection. However, it is
possible to set up off-network access to the GateKeeper Hub website using a reverse tunneling
service managed through the GateKeeper Hub Manager. If you want the GateKeeper Hub website
accessible through the Internet, you can set a unique URL for the Hub and set up the tunneling
service using this setting on the manager.

You must obtain an offsite access license from the GateKeeper support team in order to enable this
feature. If you do not have an offsite access license, then you will not be able to set up the tunneling
service. Please contact support@gkaccess.com if you would like to obtain the offsite access license.

2.3 Notifications (Bell Icon)

The bell icon brings up the Notifications side panel. This shows all the recent events that have been
logged in the GateKeeper system.

[\ Notifications

Notifications

768 items 112 3 4 5 77 > 10/ page
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Hover over any notification and two options will appear. Go to related page will redirect to where the
action item originated from. Mark as read will clear the notice from the Notifications panel.

Notifications

The action item for this notification
exists in the Computers page. Please WMENSEIIEREEET!
use this link to directly go there.

3 Groups Settings

Groups: settings for all computers connected to the GateKeeper Hub. Group section allows users to
modify settings per individual Group. Prior to using this page, the administrator must ensure all users
are assigned a GateKeeper token and the GateKeeper Client application is installed on all computers.

*A computer can only be assigned to one Group at a time. A user can be assigned to many Groups.

GROUP

L s
o "% =4

User Computer
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GROUP

User 1

User 2
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(Q G/\TEI:K)E EPER {  GROUP SETTINGS % What'sNew [\ Notifications & Administration ® Logout
» About this page @ Info
gkeeper
@ Dashboard €2 Global Settings + Add Group
LB Group Settings Export to a CSV file
Group Computers Users Actions
L[] Computers
Organization
The settings in this group will be applied to all computerson 33 62

L the Hub unless overridden in their specific groups.

Alerts A
10 4
Sai's Test Group. Do not use.

Custom Apps

Abe PC
Abe’s personal PC
Reports

Alex
Logs - Alex's Computer Settings

3.1 Organization

The Organization group cannot be deleted - it is the default Group that any computer that is not in
another Group is automatically assigned to.

Organization

GROUP SETTINGS % What'sNew [l Notifications , Administration & Logo

» About this page @ Info

8 Global Settings + Add Group

Export to a CSV file

Group Computers Users Actions

Organization
The settings in this group will be applied to all computers on 33 62
the Hub unless overridden in their specific groups.

3.2 Creating Groups

Administrators can add new Groups, each with their own unique settings. Click + Add Group.

+ Add Group

INFORMATION

The ‘Create a Group’ side panel window will appear. Enter the Group’s name and a description.
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Create a Group

]

Information

COMPUTERS

Assign computer(s) to the Group (at least one computer). Click Next.
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Create a Group

Information Computers

[ Computer
UL-DLALR-ALCA

UL-LAPTOP-03
2  UL-LAPTOP-04
B UL-LAPTOP-05
UL-LAPTOP-06
UL-LAPTOP-07

UL-LAPTOP-10

Untethereds-Air.fios-routerhome

Untethereds-iMac

Untethereds-iMac.local

Untethereds-MacBook-Air

Untethereds-MacBook-Air.local

Untethereds-Mac-mini.local

VADDI

Group

iganiZauon
Alex Lee
Organization
Organization
Sai
Alex
Alex
Organization
Area_51
Area_51
Organization
Area_51
Area_51

Sai

Previous Next

GateKeeper Hub Reference Guide

Department

Jeneral
General
General
General
General
General
General
General
General
General
General
General
General

General

USERS

Assign users to the Group. Click Next.

*Only users assigned to this Group can unlock the computers in the same Group.

Create a Group

Information

User

oL SUnpson
Serge Henry
Siddharth Potbhare
sp

Test11

Test2 User

Testing SAM User
Timothy Barksdale
Tom Watson

ULabs

Umar

Ummer Dar

User A

User B

Computers

Users

Previous

Department

wenerar
T

Engineering
General

General
TestDepartment
General

tech support
Engineering
General
Engineering

QA

General

General

© 2020 Untethered Labs, Inc.

Page 27 of 80



(Q G/\T E K E E P E R GateKeeper Hub Reference Guide

SUMMARY

If there are any changes you would like to make, click Previous.

Create a Group

Information Computers Users Summary

Name:  James Waldon
Description:  PAs

Open Settings on Save

Previous Save Group

Click Save Group to finish.

Select the checkbox for “Open Settings on Save” checkbox to change settings after.

Create a Group

. . L] L]

pute Use Summary
“Manage settings in Group [Group’s name]” side panel will appear.
Manage settings in Group: Lisa computer
LOCK SETTINGS UNLOCK SETTINGS ADVANCED SETTINGS
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3.3 Add or remove Computers in Groups

To change (add or remove) computers in a Group, hover over the desired Group and click Select
Computers.

The “Add or remove computers in Group: [Group’s name]” side panel will appear. Select your
computers.

Add or remove computers in Group: Alex

COOLCAD

COOLCAD-SERVER

Once you have selected the computers you would like to put into the Group, click Save Computers.
3.4 Adding and removing Users in Groups

Sync Users for Organization Group

The Sync Users button will ensure that any new users added to the GateKeeper Hub are made part of
the Organization group. While the Hub server automatically adds every new user to the Organization
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group, the Sync User button refreshes groups to ensure that every GateKeeper user is part of the
Organization group, just in case for whatever reason, the auto-sync did not complete.

Hover over the Organization Group and click Sync Users.

Export to a CSV file

Group Computers

Organization

The settings in this group will be
applied to all computers on the
Hub unless overridden in their
specific groups.

w
v

Users

By default, all users are part of
Organization group. This will keep

users in sync with the latest
updates.

mputers 5 er Manage Settings

Add or Remove Users from Groups
To add or remove users in a Group, click Select Users next to the Group’s name.

Abe PC
Abe's personal PC

Add new users or remove existing ones by selecting or unselecting names for the Group. Click Save.

Add or remove users in Group: Abe PC

[] User

[ v] Abe Kim
Abhinav
Abhinav Jain
Akin Akturk
Alex Lee
Amitabh Bachhan
Andy Stoller
Angela Davis
Cecil Clarke
Chetan Shenoy
Chris Giles
Cristian

dev

Uit Dsenenm

Department
Test Department 2
General
General
General
Business
HomeOffice
Marketing
Engineering
General

QA
Engineering
T

General
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3.5 Manage Group Settings

To change the settings for a Group, hover over the desired Group and click Manage Settings.

Select Computers Select Users I B 1t | Delete Group

This will bring up the “Manage settings in Group: [Group’s name]” side panel window.

Manage settings in Group: Lisa computer

LOCK SETTINGS UNLOCK SETTINGS ADVANCED SETTINGS

Lock Settings

Below are the options for each setting along their explanations.

Manage settings in Group: Alex ® Info X
LOCK SETTINGS UNLOCK SETTINGS ADVANCED SETTINGS
Proximity Lock Method Set on Client computer

Proximity Lock Method defines how GateKeeper automatically secures your computer when you walk away. Use Lock
Workstation if you are the only user, and, Disconnect Session if multiple people use this computer.

Button Lock Method Set on Client computer

Button Lock Method defines how GateKeeper secures your computer when you press the action button on your token or phone
app. Use Lock Workstation if you are the only user, and, Disconnect Session if multiple people use this computer.

Inactivity Lock Method Disable

Inactivity Lock Method will lock the computer if the user is inactive for the specified time. Use Lock Workstation if you are the
only user, and, Disconnect Session if multiple people use this computer.

Disconnect Remote Session Set on Client computer

Enable or Disable disconnecting the remote session when the local computer is locked. This method is only applicable when the
remote computer is running the GateKeeper Remote application for access management.

Token Visibility Timeout 45 Sec

The computer will lock if no data packets are received from the token within this Token Visibility Timeout period. This typically
happens when the token is very far away from the computer. 30s is the default setting.

Lock Delay Timeout Set on Client computer

GateKeeper will delay locking the computer after a lock decision has been made for this Lock Delay Timeout period. Choose a
value for this delay if you want to prevent the computer from locking immediately when you walk away. Important: This lock
delay will anly apply when the computer is locked due to proximity.
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Operating System Timeout Set on Client computer

GateKeeper can disable your screen saver from starting when your computer times out. Choose the appropriate option to keep
your timeout policy enabled or to disabled.

Motion Detection Sensitivity Set on Client computer

Choose a level of sensitivity to motion to force the computer to lock faster. High motion sensitivity will allow the computer to
lock quicker. If the system is locking too much while you are sitting at your desk, reduce the motion sensitivity to the Low level.

Lock Sensitivity Medium

Lock Sensitivity changes the lock/unlock distance for your computer. The higher the sensitivity, the shorter the distance to lock.
We recommend Medium sensitivity for the best lock/unlock experience.

Note: Applies to Client App version 3.6.9 or lower.

Proximity Lock Method

Proximity Lock Method defines how GateKeeper automatically secures your computer when you
walk away. Use Lock Workstation if you are the only user, and, Disconnect Session if multiple people
use this computer.

Set on Client computer: Allows end-users to choose the settings on the Client application.

Disable: Turns off the feature.

Lock Workstation: Autp—locks the computer. Lgaves the current session active and
available for any user to login.

Disconnect Session Locks the computer and enables switching between local or AD user

(Switch User): accounts on Windows 7 and Mac (OS 10.13 and 10.14) computers.

Logout: Logs the user out from the computer.

Button Lock Method

Button Lock Method defines how GateKeeper secures your computer when you press the action
button on your token or phone app. Use Lock Workstation if you are the only user, and, Disconnect
Session if multiple people use this computer.

Inactivity Lock Method

Inactivity Lock Method will lock the computer if the user is inactive for the specified time. Use Lock
Workstation if you are the only user, and, Disconnect Session if multiple people use this computer.

Disconnect Remote Session

Enable or Disable disconnecting the remote session when the local computer is locked. This method
is only applicable when the remote computer is running the GateKeeper Remote application for
access management.
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Token Visibility Timeout

Set a timer for how long the computer will remain unlocked if suddenly the software receives no
data from the token. Sudden signal loss can happen if a user places their hand over the token or
buries it in their pocket. This feature is set in 15-second increments (15, 30, 45, 60).

Lock Delay Timeout

GateKeeper will delay locking the computer after a lock decision has been made for this Lock Delay
Timeout period. Choose a value for this delay if you want to prevent the computer from locking
immediately when you walk away. Important: This lock delay will only apply when the computer is
locked due to proximity.

Operating System Timeout

Disable your screen saver from starting when your computer times out. Choose the appropriate
option to keep your timeout policy enabled or to disabled. If your timeout policy is set by your
network administrator, this setting will not override the network policy.

Motion Detection Sensitivity

Choose a level of sensitivity to motion to force the computer to lock faster. High motion sensitivity
will allow the computer to lock quicker. If the system is locking too much while you are sitting at your
desk, reduce the motion sensitivity to the Low level.

Set on Client computer: Allows end-users to choose the settings on the Client application.
Low: Slow lock speed.
Medium: Intermediate lock speed.
High: Fast lock speed.
Lock Sensitivity

Changes the lock/unlock distance for your computer. The higher the sensitivity, the shorter the
distance needed to lock. We recommend Medium sensitivity for the best lock/unlock experience for
most environments.

Set on Client computer: Allows end-users to choose the settings on the Client application.
High: Short range lock.

Medium: Medium range lock.

Low: Long range lock.

Minimum: Longest range lock.

Unlock Settings

Below are the different setting options for unlocking functions.
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Manage settings in Group: Lisa computer @ Info X

LOCK SETTINGS UNLOCK SETTINGS ADVANCED SETTINGS

Unlock Method

Set on Client computer

Unlock Method defines how GateKeeper will unlock your computer. We recommend the GateKeeper with PIN Login option for

secure 2-factor authentication.

Quick Return Timeout

60 Sec Set on Hub

GateKeeper can be set to automatically unlock the computer if the user comes back to the same computer within this Quick
Return Timeout period. Only applicable when the Unlock Method is set to GateKeeper with PIN Login.

Force PIN Login Timeout

hrs Set on Hub

() Never

GateKeeper can force users to type in their PIN to login irrespective of their chosen Unlock Method if the user comes back to the
the computer AFTER this PIN Login Timeout period. Use this to force users to type in their PINs occasionally.

Require user to enter Windows/macOS password Set on Client computer

You can choose to enter your username and password IN ADDITION to GateKeeper authentication. Users can be forced to type in
their username/password at every unlock, or only when logging on to the computer. We recommend setting this option to

NEVER.

Windows/macOS standard login

Set on Client computer

GateKeeper can disable the standard login methods (username/password) for your computer. If you choose to Disable the default
login method, then you can only access your computer with your GateKeeper. If you forget your PIN or lose your Gatekeeper, you
will NOT be able to access your computer.

Unlock Method

Save Changes

Unlock Method defines how GateKeeper will unlock your computer. We recommend the GateKeeper
with PIN Login option for secure 2-factor authentication.

Set on Client computer:

Allows end-users to choose the settings on the Client application.

Automatic Login:

Proximity login - once the user is in the range of the computer, the
user will be authenticated.

Press Enter to Login:

When the token is in range of the computer, pressing the Enter key
will authenticate the user.

Touch to Login:

Touch the token to the USB proximity sensor to authenticate — just
like an NFC card.
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Requires the presence of a GateKeeper token and typing of a secret

GateKeeper with PIN Login: PIN to authenticate.

Quick Return Timeout

GateKeeper can be set to automatically unlock the computer if the user comes back to the same
computer within this Quick Return Timeout period. Only applicable when the Unlock Method is set
to GateKeeper with PIN Login.

Set on Client computer: Allows end-users to choose the settings on the Client application.
Allows Hub admins to set the time for the Group’s Quick Return
Timeout option.

Set on Hub:

Force PIN Login Timeout

GateKeeper can force users to type their PIN to log in irrespective of their chosen Unlock Method if
the user comes back to the computer AFTER this PIN Login Timeout period. Use this to force users to
confirm their identity at required intervals. If the timer is set to 1 hour with the Automatic Login mode,
then the users will be required to log in with their PIN after every 1 hour.

Set on Client computer: Allows end-users to choose the settings on the Client application.
Allows Hub admins to set the time for the Group’s Force PIN Login
Timeout option.

Set on Hub:

Require user to enter Windows/macQS password

You can choose to enter your username and password IN ADDITION to GateKeeper authentication.
Users can be forced to type in their username/password at every unlock, or only when logging on to
the computer. We recommend setting this option to NEVER.

Set on Client computer: Allows end-users to choose the settings on the Client application.

Never: GateKeeper will never ask for your Windows or Mac username and
password to authenticate.

At Login: GateKeeper will as!< for Windows or I\/Ifac user.name and password
only when you log into your account using their token.

Always: Any time a user.unlo.cks their computer with their token, they will
be asked for their Windows or Mac username and password.

Windows/macOS standard login

Option to disable the standard login methods (username/password) for your computer. If you choose
to Disable the default login method, then you can only access your computer with your GateKeeper. If
you forget your PIN or lose your GateKeeper, you will NOT be able to access your computer.
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Set on Client computer: | Allows end-users to control this feature from their own computers.

Any time a user unlocks their computer with their token, they will be
asked for their Windows or Mac username and password.

This will disable the Windows/macOS login option. If the user does not
have their token, they will not be able to access the computer.

Enable:

Diable:

Advanced Settings

Manage settings in Group: Lisa computer @ Info X
LOCK SETTINGS UNLOCK SETTINGS ADVANCED SETTINGS
GateKeeper Application Launcher Set on Client computer

GatekKeeper Application Launcher is a tool that allows GateKeeper users to launch custom applications with their GateKeeper
credentials on any computer. Hub administrators can set up these applications on the Hub via the Custom Apps tab. Use this
setting to enable or disable the GateKeeper Application Launcher on the client computers.

Notifications Set on Client computer

Enable or disable receiving notifications from GateKeeper client application.

Add new user through client application ()

Allow or prevent GateKeeper users from adding new users through the client application. We recommend preventing users from
adding new users for security purposes.

Add credentials through client application ()

Allow or prevent GateKesper users to add more credentials to their profile. These can be domain, local or web credentials. We
recommend keeping this option enabled for your users.

Add tokens through client application a

Allow or prevent GateKeeper users to add new tokens to their profile. We recommend disabling this option if you want
administrators to manage tokens for your users.

Set range through client application ()

Allow or prevent GateKeeper users from changing the range settings on the client application. Once the range is set, we
recommend disabling this option to prevent inappropriately training the GateKeeper software, Note: Applies to Client App
version 3.6.9 or lower.

Change server address through client application ()

Allow or prevent GateKeeper users on the client application from changing the connection to the Hub server. This option should
be disabled so that users cannot disconnect the computer from the GateKeeper Hub network.

b Save Changes

GateKeeper Application Launcher
GateKeeper Application Launcher is a tool that allows GateKeeper users to launch custom
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applications with their GateKeeper credentials on any computer. Hub administrators can set up
these applications on the Hub via the Custom Apps tab. Use this setting to enable or disable the
GateKeeper Application Launcher on the client computers.

Notifications
Enables or disables desktop GateKeeper notifications on the local PC.

Add new user through client application
Allow or prevent GateKeeper users from adding new users through the client application. We
recommend preventing users from adding new users for security purposes.

Add credentials through client application
Allow or prevent GateKeeper users to add more credentials to their profile. These can be domain,
local or web credentials. We recommend keeping this option enabled for your users.

Add tokens through client application
Allow or prevent GateKeeper users to add new tokens to their profile. We recommend disabling this

option if you want administrators to manage tokens for your users.

Set range through client application
Allow or prevent GateKeeper users from changing the range settings on the client application. Once
the range is set, we recommend disabling this option to prevent inappropriately training the

GateKeeper software.

Change server address through client application

Allow or prevent GateKeeper users on the client application from changing the connection to the
Hub server. This option should be disabled so that users cannot disconnect the computer from the
GateKeeper Hub network.

Global Settings

GROUP SETTINGS % What's New Ll Notifications ¢ Admi

» About this page
3 Global Settings

Authenticators: Choose what authentication device will use to access computers on your
network.

- GateKeeper Bluetooth Tokens: GateKeeper Halberd or Trident App soft token for
smartphones.
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- Fingerprint: Biometric authentication with your fingerprint. See a list of compatible

fingerprint readers here.

Secure Key Exchange: Exchange a secure key with your GateKeeper Token to make it
cryptographically unique. This will enhance the security of proximity authentication by auto-verifying

One-Time-Passcodes sent by the token.

Firmware Update: Enable the Client software to update the firmware of GateKeeper tokens.
Please make sure to have the latest version of the GateKeeper Client software running on all

computers before enabling firmware update.

Warning: This will cause GateKeeper tokens to stop working with version 3.6.9 and prior.

PIN Complexity: Choose strength requirements for the GateKeeper PINs. You can set minimum

length, characters, numbers, and special character requirements for the PIN.

Global Settings

Authenticators

Choose between various authenticators for your users to log on to computers on your network.

GateKeeper Bluetooth Tokens

GateKeeper Halberd & Smart Badge hard tokens or the Trident App soft token for your smartphones.

Fingerprint

Biometric authentication with your fingerprint. See a list of compatible fingerprint readers here

Secure Key Exchange Enable

E'Chﬂf‘.gﬁ 3 secure Key w t

proximity authenticatio

cally unique. This will enhance the security

af

Firmware Update Enable

Enable the client software to update the firmware of Gate er tokens. Please make sure to have the latest version he
GateKeeper Client software running on all computers b ng firmware update

Warning: This will cause GateKeeper Tokens to stop working with previous versions of the GateKeeper software

PIN Complexity Configure

Choose settings for the GateKeeper PINs. You can set minimum length, characters, numbers and special character requirements
for the P

4 Computers

Lists all computers with GateKeeper Client installed and are connected to the GateKeeper Hub server.
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( GATEKEEPER i  COMPUTERS % WhatsNew [ Notifications # Administration @ Logout
R Hub

»  About this page @ Info

gkeeper

Computers View Groups View Deactivated computers

+ Add Computers

Export to a CSV file

Departme
nt

Computer Group Version Last Seen Actions

99 No Client App A General
Custom Apps

999 No Client App A - General
Reports

9939 Qrganization - General

ABE A 3860 3 months ago  Accounting

4.1 Computers View

Listed under the Computers View section are names of all the computers, the Group the Computer is
assigned to, the application version installed, the last recorded activity time on the computer, and the
department the computer belongs to.

Computers View @

Name Group Version Last Seen Department Actions

UL-BLACK-05

ABE Ape PC 3860 3 minutes ago Test Department 3

admins-mac-pro

4.1.1.1 Add User to Computers
Hover over the desired computer, under the Actions category you will see the Manage option.

Name Group Version Last Seen Department Actions

The “Manage computer: [Computer’s name)” side panel will appear. This will open the Profile tab.
Here, you can set the Location of the computer as well as the Department that the computer belongs
to. You can also view information such as the IP Address, Client version installed on the computer,
MAC Address, and the OS the computer is running. Click Save Profile.
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Manage computer: SACHARLAP1 @ Info X
Profile Groups Computer-Specific Credential Update Client Software

Name: SACHARLAP1

IP Address: 192.168.1.64

Client Version: 3.56.0

MAC Address: 68A3CAADAAFE

0os: Microsoft Windows NT 6.2.9200.0

Department: General

Click the Save Profile button to proceed.

Save Profile

On the “Groups” tab, you can assign users to a new Group of computers by clicking the drop-down
menu.

Manage computer: SACHARLAP1 @ Info X
Profile Groups Computer-Specific Credential Update Client Software
(D) important X

Access to a computer for a user is defined based on which Group the computer and user belong to. For more
control over access, check the Group Settings page.

Computer Group Actions

SACHARLAP1 Organization

Organization
A
Abe PC

Alex

Click Save. On the Computer-Specific Credential tab, see what login credentials are on the computer.

To add a new credential, hover over the computer, under the Actions category, click Edit.

Name Domain Username Password Actions

admins-mac-pro cclocal - - £ Delate I
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This brings up the “Set Credential for [Computer’s name]” side panel. Here, you can input the
Domain, Username, and Password for the computer. Click Save to keep the login credential. Once
the computer-specific credential is set, any user accessing this computer with a GateKeeper token
will log in with these credentials by default. Click the Save when done.

Set Credential for admins-mac-pro

@ For local accounts, the domain must be same as computer name.

Domain cclocal
Usemame:

Password

The Update Client Software tab allows you to check if there are any new updates. It also allows you
to set the date and time to auto-update the Client application software on the computers.

Manage computer: SACHARLAP1 O Info X

Profile Groups Computer-Specific Credential Update Client Software

Target Version: 3.9.24 Check for Updates

Update Time: | 2019-12-26 16:30:30

* Only computers marked "Ready to update” will be updated. Check the list for any machine that cannot be updated.

Computer Version 0s Status

SACHARLAP1 3.5.6.0 Windows  Reqguired current version > 3.8.1.

Disable Updates Enable Updates

4.1.1.2 Add or Remove Computers from Groups
If there are multiple computers you want to add or remove, select them all, then click Manage
Computers.
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Deactivated computers

Export to a CSV file ‘ Manage Computers Deactivate Computers Selected 5 of 73 computers.

Select all computers in the table

<]

Computer

COOLCAD-SLIM-03

DESKTOP-0E3CU2L

DESKTOP-56MSF8M

DESKTOP-C3PEVEC

DESKTOP-D3B27RS

Group

A

Area_51

JL-PC

Sid

Organization

Version Last Seen :epartme Actions
3.23.0 4 months ago  General

3.9.20.0 21daysago QA

3.9.240 2 hours ago Accounts

9.0.0.0 3 monthsago Engineering

3.0.15.0 2 years ago General

+ Add Computers

If you want to put all the selected computers in one Group, you can use the Use same group for all
option to assign the current Group that the computer is into all selected PCs. All users in that Group
will have access to all the computers in that group.

Name

UL-BLACK-05

ABE

admins-mac-pro

Group

This computer's group will be filled

automatically in all dropdowns.

Use same group for all

If you don’t want to use the same Group, then click the drop-down box for each computer and select
the Group. Click Save to proceed.

Computer

99

COOLCAD-SERVER

COOLCAD-5LIM-03

DESKTOP-DE3CUZL

DESKTOP-56MSFBM

Group Actions
A Use same group f
Organization
A
Abe PC

Alex
Alex Lee
Area_51

Business Team's Test Group

The Update Client Software tab allows you to check for and schedule any new software updates.
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Manage Computers

Profile Groups Computer-Specific Credential Update Client Software

Update Time:  2019-12-26 16:34:10

* Only computers marked "Ready to update will be updated. Check the list for any machine that cannot be updated.

Computer Version os Status

99 mac0s nly Windows machines can be updated.
COOLCAD-SERVER 3860 Windows

COOLCAD-SLIM-03 3.23.0 Windows  Required current ver

DESKTOP-0E3CU2L 3.9.20.0 Windows

DESKTOP-56MSF8M 3.9.240 Windows  Latest Version already installed.

4.2 Groups View

Groups View shows computers by assigned Group. Click a Group to see all computers assigned to it.

Computers View Groups View Deactivated computers
Group Computers
Organization 3
A o
e ?
Selected 0 of 2 computers. Select all computers in the table
Computer Version = Last Seen :‘:‘:" Actions
UL-LAPTOP-07 3430 7 months ago General
UL-LAPTOP-10 3340 7 months ago General
lex Lee !
Area_S1 v .

Business Team's Test Group

To move a computer to another Group (gives another user permission to use that computer), hover
over the desired computer, click Manage.

Name Version Last Seen Department Actions

UL-BLACK-05 Clear Status : | Upd:

3860 4 minutes ago General Deactivate

To move multiple computers, select all the desired computers and click Manage Computers.
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Group Computers
Organization % ;4,
Manage Computers Selected 3 of 34 computers.  Select all computers in the table
L] Name Version Last Seen Department Actions.

UL-BLACK-0S FRET RO 3860 7 minutes ago

admins-mac-pro

COOLCAD 3550 10 months ago General

4.3 Deactivate Computers

Deactivated computers can’t be interacted with through the Hub or Client applications.

4.3.1.1 Deactivating a Single Computer
To deactivate a computer, hover over the desired computer. Below Actions, click Deactivate.

COMPUTERS Q ¥ i o F
Computers View Groups View Deactivated computers

Name Group Version Last Seen Department Actions

ABE Organization 3860 28 minutes ago Genera Manage | Deactivate |

Confirm that the computer you clicked Deactivate on is correct. Click “Yes, Delete” to confirm.

Do you want to deactivate computer
ABE?

- (=]

4.3.1.2 Deactivating Multiple Computers
To deactivate multiple computers, select all the desired computers. Click Deactivate Computers.
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Computers View @

Manage Computers Deactivate Computers Selected 5 of 72 computers. Select a

[ Name

UL-BLACK-05

ABE
admins-mac-pro
admins-mac-pro-240
admins-mac-pro-340

A small prompt window will ask you to confirm the action. Click “Yes, Deactivate” to finish.

(?) Do you want to deactivate selected
computers?

Cancel

4.3.1.3 Activating Deactivated Computers
Select the Activate option under the Actions tab for a single computer.

Deactivated computers

-
B Name Version Last Seen Department Actions

For multiple computers, click “Activate Computers” in the top left corner.
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Activate Computers

[} Name

admins-Mac-Pro-243.local

admins-Mac-Pro-5.local

admins-Mac-Pro-6.local

admins-Mac-Pro-7.local

Deactivated computers

GateKeeper Hub Reference Guide

Select all computers

Versi

Click “Yes, Activate”.

Do you want to activate computer ABE ?

Cancel

5 Users

Add new users to the GateKeeper Hub. Also displays all user accounts registered on the GateKeeper
network with their names, email, phone number, department, tokens, Groups, and credentials.

USERS

» About this page

Export to a CSV file

User

Jamel Lugg
John Wright
Josh Phillips
Kyle Sullivan
Lee Norton

Lisa Sachar

© 2020 Untethered Labs, Inc.

Department

Sales

Engineering

Sales

Business

General

Accounts

% What's New L1 Notifications 4 Administration () Logout

Tokens

@ Info

Update AD Accounts -+ Add Users

Credentials Actions

118
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5.1 Add New Users

Users can be added to the GateKeeper Hub either from the Client desktop application or the Users tab
in the Hub.

( GATEKEEPER :  USERS ¥ What's New £ Notifications /# Administration © Logor
R Hub

* About this page O Info

gkeeper

Dashboard Update AD Accounts -+ Add Users

= = Export to a CSV file
s Group Settings

User Department Tokens Credentials Actions
Computers

Jamel Lugg Sales 3 18
Users

John Wright Engineering 1 19

5.1.1.1 Add a Single User
Click Add Users.

Enter the name, email, phone number, and department for the user, and click Next.

Add Users @ Info X
[
Profile Tokens Credentials Summar
Add from Active Directory Add from file
Name Email Phone Number Department Actions
General Remove

+ Add Row

Enter the information to be added to the account. You can click Validate Tokens now to check if the
token’s serial number has been filled in correctly, or GateKeeper will confirm automatically, later.

Alternatively, you can leave the fields empty and skip this step.

Add Users

Name. Type Serial Number Identifier PIN N " Actions
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You can then add the different credentials you want the account to have.

Alternatively, you can leave the fields empty and skip this step.

Add Users X
L] [ ] [ ]
Profile Tokens Credentials
Name Type Domain Username Password Actions
GKTest Do & Remove
|

Verify the information is correct, then click Save User to add the user to the database.

Profile okens Credentials Summary
Verify and Save users

Name Token Serial Number Domain Username

GKTest

Previous Save Users

5.1.1.2 Add Multiple Users
On the Users page, click Add Users.

USERS % What's New L\ Notifications & Administration & Logou

> About this page @ Info

Update AD Accounts + Add Users

Select either Add from Active Directory or Add from file to upload multiple users via CSV file.

Add from Active Directory Add from file

ber Department Actions
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Selecting Add from file brings up this pop-up window.
Click Download the CSV template and input all the desired users into the file.

Upload users from a file

Cancel

Click or drag the file into the designated area on the screen to upload the users to the Hub.

Once you have uploaded the file, click Next.

ne Email Phone Number Department Actions

abrahak@g clemsen 4437833034 ABE Remove

Once the file is uploaded, look for any incorrect information regarding the tokens. Click Next.

Add Users X

Tokens

Reset
Name Type Serial Number Identifier PIN Lo;'n"" Actions

Tester Halberd 14253 3034 Mo Remaove

Validate Tokens

Previous m

The next page will be where you can upload credentials for each user. Click Next.
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Add Users X

Profile Tokens Credentials

Name Type Domain Username Password Actions

Tester Domain omain AgeGundam | weeseeees & Remove

Validate Credentials

Look over the information and click Save Users to finish uploading users.

5.1.1.3 User Management Page

To view a user’s details or to add a new token and/or credential, go to the Users page.

In the Actions column, click Manage next to the desired user.

Name Department Tokens Credentials Actions
Abe Kim Test Department 2 Delete
A side panel window will appear from the right side of the screen.
Manage user: John Wright @ Info X

Profile Groups Tokens Credentials

Name: John Wright

Email:

Phone Number:

Department: ~ Engineering

At the User Management Page, you can view the profile of the user, what Group they are in, their

tokens, and their credentials.

Profile Groups Tokens Credentials

5.1.1.4 Profile
The user’s name, email address, phone number, and department is displayed here.
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Manage user: John Wright @ Info X

Profile Groups Tokens Credentials
Name: John Wright
Email:
Phone Number:

Department:  Engineering

5.1.1.5 Groups
Shows the Group(s) that the User is assigned and which Group(s) the user does NOT have access to. If
a user needs access to a computer, they need to be added to the Group that the computer is in.

Manage user: Angela Davis

Profile Groups Tokens Credentials
Selected users currently HAVE access to computers in these groups.
Group * Actions

Macs

Organization

Selected users currently DO NOT HAVE access to computers in these groups
Group * Actions

A

Abe PC

Alex

Alex Lee

Area_51

Business Team's Test Group

To add or revoke access to a Group for a user, go to the Actions column.

MVanage user: Angela Davis
Profile Groups Tokens Credentials

elected users currently HAVE access to computers in these groups.

-

Group Actions

Macs

n

v
o
=
"

Click Revoke for the Group that the user that is already a member of or Add for the Group that the
user does not have access to.
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Manage user: John Wright

Profile Groups Tokens Credentials

Selected users currently HAVE access to computers in these groups.
Group * Actions

Macs Revoke

Organization

Selected users currently DO NOT HAVE access to computers in these groups.

Group Actions

5.1.1.6 Add or Delete GateKeeper Tokens
All the tokens associated with a user (phone with Trident app or Halberd) will be displayed here with
their Type, Serial, MAC Address, and Battery status last recorded on the token.

vianage user: Angela Davis

Profile Groups Tokens Credentials

4+ Add Token
Type Serial Mac Address Battery Actions
Halberd GK17-13001 E5:61:BD:84:75:DC

If you misplace your token, please inform your admin and ask them to delete the token from your user
account to avoid anyone else from potentially using the token. Click here for instructions.

If you forgot the PIN associated with your GateKeeper token, you can reset it by going to the Actions
column and clicking Change PIN next to the desired token.

Type Serial Mac Address Battery Actions

Halberd GK17-13001 E5:61:BD:84:75:DC = Change PIN Delete

Enter your new PIN, retype new PIN, and click Save. Now you can access your credentials with the new
PIN. If you want to create a new PIN after you log in, you can select the Reset PIN at next login option.
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Change PIN for Token: GK17-13001

* indicates a required field.

Mew PIN *:
Confirm PIN *:

Reset PIN at next login

To register a new token, click Add Token.

Profile Groups Tokens Credentials

+ Add Token

Select the type of token (Halberd, Android, iPhone, Smart Badge) and then enter the serial number
printed on the inside the battery cover. If you are using your phone as your GateKeeper, please open
your Trident app to find your soft token serial number.

Add Token

m

* indicates & required f

Token Type: | Halberd

Halberd
Serial Number *: | Android

iPhone

Mac Address *: | GkBadge

Click Validate.

Serial Number *: GK17-10935

The MAC address will get updated automatically, choose a PIN for the token, retype PIN to confirm. If
you're registering a token for a different user (e.g. admin onboarding a new employee), check ‘Reset
PIN at next login’. This will allow the end-user to change their token’s PIN at their next login. Click Save
to add this token to the user. Now all the credentials are associated to this token as well.
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5.1.1.7 Passwords

All credentials (Web, OTP, Mac Local, Windows Local) associated with a user will be displayed here. If
you've added the user using the GateKeeper client application, then the credential (domain, local) the
user’s token was registered with will be displayed here.

Manage user: Angela Davis ¥

Profile Groups Tokens Credentials

+ Add Credential

To update an existing credential, such as changing a username or password, under the Actions column,
click Edit next to the desired credential.

Type Domain Username Actions

ww.fedex.com/apps/myprof —
andcontact/ Delete

https/,
ileflogin

WEB

After making the changes, click Save Credential.

Edit Credential

Type:
Domain: | https;//www.fedex.com/apps/myprofile/iogin:
Username:

Password:
Q Keep old password
Save Credential

To add a new credential to an existing user, click Add Credential.

* You can also add credentials using the GateKeeper Client desktop application or GateKeeper Chrome extension (websites only).

Profile Groups Tokens Credentials

+ Add Credential
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add Credential

Select the type of credential (Web, OTP, Mac Local or Windows Local), enter the domain, and
username manually or get it from the Active Directory by clicking ‘Get from AD’.

jw)

Type: omain Get from AD

Leave the password field blank to update it later from the lock screen on any computer your credential
has access to.

Click Save Credential. Now all the tokens the user has can be used to log in using this credential.

NOTE - To add login credentials for a local account, enter the computer name as the Domain.

5.2 Update AD Accounts

IT admins can change each users' Active Directory (AD) passwords and accounts directly from the
GateKeeper Hub to save a tremendous amount of time and effort.

1. Log in to your GateKeeper Hub.
2. Go to the "Users" tab on the left side.

3. Click the blue button for "Update AD Accounts" in the upper-right.
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( GATEKEEPER ¢  USERS a % i O F
R Hub

+  About this page

gkeeper

Dashboard Update AD Accounts + Add Users

Export to a CSV file

Credentia

User Department Tokens . Actions
Chais Giles Engineering 1 5

Cristian T 1

dev General 1

4. Hover over a username and click "Update Account" or "Change Password" under the Actions
column on the right side.

AD accounts assigned to GateKeeper Users and Computers X
Username Status Password Set Assigned To Actions
cgiles Active 25 days ago 1 user
svaddi Active 21 days ago
GateKeeper Users

987654 Ac 25 days 2 e Tom Watson

e Michael Ford
I
Jugg GateKeeper Computers

e UL-LAPTOP-10
neil Active 3 years ago
gatekeeper Active 3 year ago 2users | 1 computer Update Account Change Password
jp nactive 10 months ago 1 user
tbarksdale nactive 10 months ago 1 user

Update Active Directory Account:
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Update Active Directory account: sshah

Username: sshah
Domain: cc.local

Last Logon: & months ago

Total Logons: 47

Account expiry date Never

Change AD Password:

Update Active Directory account: sshah

Generate Secure Password

ar must change password at next logon

6 Alerts

There are two types of alerts: User Alerts and System Alerts. Never miss critical alerts.
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ALERTS % What's New L\ Notifications 4 Administration © Logout
» About this page @ Info
User Alerts System Alerts

+ Add Alert

Computer

Alert Status Users Recipients Actions

s

6.1.1.1 Add Alert
To add your own custom alerts, click Add Alert.

User Alerts System Alerts

+ Add Alert

Fxnart ta a CSV file

Enter the Name and Description for your Alert. Then click Next to proceed.

Add Alerts

L]

Information

Then you can select the events to assign to the Alert. Click Next.

© 2020 Untethered Labs, Inc. Page 58 of 80



® GATEKEEPER

Add Alerts

Mame

a =

Admin Login

Back from Conference Room

aa

Back from Lunch

a

Back from Meeting

Client Software Update Failed
Client Software Update Started
Clock In

Clock Qut

Console Connect

Console Disconnect
Credential Deleted
Credential Registered
Credential Updated
GateKeeper Lock

GateKeeper Service Started

GateKeeper Hub Reference Guide

Below is a list of all the “Events” options available:

Admin Login

Back from Conference Room
Back from Lunch

Back from Meeting

Client Software Update Failed
Client Software Update Started
Clock In

Clock Out

Console Connect

Console Disconnect
Credential Deleted

Credential Registered
Credential Updated
GateKeeper Lock

GateKeeper Service Started
GateKeeper Service Stopped
GateKeeper Unlock

In Conference Room

Login Failed
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Non-GateKeeper Lock
Non-GateKeeper Unlock
Out for Lunch

Out for Meeting
Remote Disconnect
Session Locked

Session Logoff

Session Logon

Session Unlocked

Token Deleted

Token PIN has been Reset
Token Registered
Update Successful

User Connected

User Disconnected

User Registered

Web Credential Used

Then you can select the Computers to be a part of the Alerts. Click Next.

Add Alerts

Computers

[} Name Group Department

a

UL-BLACK-05

<]

ABE Abe PC

<]

admins-mac-pro Organizatio Genera

a

admins-mac-pro-240

admins-mac-pro-340

admins-mac-pro-399 A Genera
admins-mac-pro-577

COOLCAD

COOLCAD-SERVER Organizatic Genera
COOLCAD-SLIM-03

DESKTOP-0E3CU2L

DESKTOP-4R920LV Organizatio General
DESKTOP-56MSF8M L-PC Accounts
DESKTOP-C3PEVEC

DESKTOP-D3B27RS Organization General

Previaus

Then you can assign users to be a part of the Alerts. Click Next.
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Add Alerts

< I < I <

Events Computers Users

Name

Abe Kim
Abhinav
Abhinav Jain
Al

Ajay Chandhok
Akin Akturk
Alex Lee
Amitabh Bachhan
Andy Stoller
Angela Davis
Cecil Clarke
Chetan Shenoy
Chris Giles
Cristian

CSV User 1

Previous

GateKeeper Hub Reference Guide

Department

Then you can select the Delivery Method, Delivery Schedule, and Alert recipients. Click Next.
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Add Alerts X
] L] . . [ ]
Information Events Computers |Jsers Delivery i
Select Delivery Methods: Email SMS Notification
Select Delivery Schedule: (® Immediate Daily Weekly Monthly

Select Alert Recipients:

L] Hub User Roles
Hello Admin Limited-User

Abe Kim Administrator
Alexander Lee Administrator
GateKeeper GateKeeper Administrator
GateKeeper Hub Administrator
Jamel Lugg Administrator
Pearl Kim Limited-User

test test View Logs
asdasd asdasd Limited-User | | View Logs | Administrator
Sandeep Avula Administrator
Sid Potbhare Administrator

Previous Next

Infarmation Events Computers Users

Verify and Save Alert

Name: TestGuide

Description:

Average Alerts Per Day: No Previougdata available.. What's this?
Events: 4 events selected. Check Selected Events

Previous m

To see the Events you have selected to be alerted on, click Check Selected Events.
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Selected Events

Add Alerts
L] [} . .
Information Events Computers Users

Verify and Save Alert

Admin Login
Back from Conference Room

Back from Lunch

iary

Name: TesiGuide Back from Meeting
Description: TestGuide Al

Average Alerts Per Day: No Previousjaata avanape: Wnat s sy
Events: 4 events selgcted. Check Selected Events

Previous Save

If everything looks correct, click Save to add and activate your new Alert.

Add Alerts X
] L] ] . . ]
Information Events Caomputers Users Delivery Summary

Verify and Save Alert

Name: TestGuide

Description: TestGuide Alert

Average Alerts Per Day: No Previous data available.. What's this?
Events: 4 events selected. Check Selected Events

Previous

6.1.1.2 Manage Alerts

If you need to make any changes to an Alert, hover over the alert and click Manage.

Name Status Actions

Computers Users Recipients

Alert_Dar
Multiple alert testing.

Delete

This will bring up the “Manage Alert: [Alert’s name]” side panel window that opens up to the
Profile tab. Here, you can change the description of the alert. Click Save Profile.

Manage Alert: Alert_Dar @ Info X

Profile Delivery Events Computers Users

Status:

Name: Alert_Dar

Description: Multiple alert testing.
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On the Delivery tab you can change the delivery method, delivery schedule, and Alert recipients.

Manage Alert: Alert_Dar

Delivery

Select Delivery Methods:

Select Delivery Schedule: (® Immediate

Select Alert Recipients:
= Hub User
Ummer

Hello Admin

Abe Kim

Alexander Lee

GateKeeper GateKeeper

GateKeeper Hub

Jamel Lugg

Pearl Kim

test test

Email

Daily

Roles

1roles
1roles
1roles
1roles
1roles
1roles
1roles
1roles

1roles

SMS Notification

Weekly  Monthly

On the Events tab, you can change the selected Events for the Alert. Click Save.

Manage Alert: Alert_Dar

Events

L] Name

GateKeeper Lock
GateKeeper Unlock
Login Failed
Non-GateKeeper Lock
Non-GateKeeper Unlock

Admin Login
Back from Conference Room
Back from Lunch

Back from Meeting

Client Software Update Failed
Client Software Update Started
Clock In

Clock Qut

Console Connect

Console Disconnect

On the Computers tab, you can change which computers to receive alerts on. Click Save.
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Manage Alert: Alert_Dar

L] Name ©

DESKTOP-0E3CU2L
UL-BLACK-05
ABE

admins-mac-pro
admins-mac-pro-240
admins-mac-pro-340
admins-mac-pro-399
admins-mac-pro-577
COOLCAD
COOLCAD-SERVER
COOLCAD-SLIM-03
DESKTOP-4R920LV
DESKTOP-56MSF8M
DESKTOP-C3PEVEC

DESKTOP-D3B27RS

On the Users tab, you can change which users receive alerts on. Click Save.

Manage Alert: Alert_Dar

L} Name =

a

Ummer Dar

a

Abe Kim

Abhinav

a

Abhinav Jain
AJ

Ajay Chandhok
Akin Akturk
Alex Lee
Amitabh Bachhan
Andy Stoller
Angela Davis
Cecil Clarke
Chetan Shenoy
Chris Giles

Cristian

© 2020 Untethered Labs, Inc.

Computers

Group

Area

Organization

Abe PC

Organization

A
A

A

A

Ora. tion
Organizatio

Organization

A

Organization

Sid

Ora. tion
Organizatio

Users

GateKeeper Hub Reference Guide

Department =
QA
General
Test Department 3
General
Accounts
General
General
General
General
General
General
General
Accounts
Engineering

General

Department
QA

Test Department 2
General

General

T

General

General
Business
HomeOffice
Marketing
Engineering
General

QA

Enginesring

T
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System Alerts

1€
)

i ALERTS Q ¥ i o

Name Status Computers Users Recipients Actions

GateKeeper Software Update

Low Battery

6.1.1.3 Manage System Alerts
Hover over either the GateKeeper Software Update or Low Battery alert. Click Manage.

ALERTS a s i 8 £ ¢

Name Status Computers Users Reciplents

Actions
GateKeeper Software Update . I:

Low Battery

Toggle the Alert on or off. Click Save Profile. Then, click the Delivery tab.

Manage Alert: GateKeeper Software Update

Profile | Delivery |

Status: ()

Name:

Description: Software Update
Save Profile

On the Delivery tab, you select Delivery Method, Delivery Schedule, alert recipient. Click Save.
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Manage Alert: GateKeeper Software Update

Profile

Delivery

Select Delivery Methods:

Select Delivery Schedule:

Select Alert Recipients:

a

< ]

a

a

Hub User

Siddharth Potbhare

Sai Vaddi

UMAR FAROOQ

Ummer

Hello Admin

Abe Kim

Alexander Lee

GateKeeper GateKeeper

GateKeeper Hub

Immediate

GateKeeper Hub Reference Guide

Email

Dail

y

SMS

Weekly

Notification

Monthly
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7 Reports

This page has two reports: Activity Reports and Compliance Reports pages.

[l Reports

AR  Activity Reports

CR Compliance Reports

7.1.1.1 Activity Reports
This page shows records of sessions on all Client computers and Users. Set filters to display Session
Count, Session Time, Time per Session, and Time per User for each department’s computers or users.

ACTIVITY REPORTS % What'sNew L Notifications # Administration @ Logout

[snl

Start Date
12/26/2019
10

75

5

Nurmber of Sessions

25

0

S & s o
& E &S

I S

View Activity Data for Users

End Date
12/26/2019

o

Select Department

All Departments

using the options below.

Select Property

v Session Count

Session Time

Time per Session

Time per User

To view Time Charts for individual computers, select the department that the computer is in.

Start Date
10/01/2019

End Date

10/30/2019

View Activity Data for Users

using the options below

Select Department

General

Select Property

Session Count

Click the computer’s name.
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10 RUnRn e nepmn 1t

2.0 4.0ct 6. 0ct 8.0at 10. Qct 12. Oct 14.Oct 16. Oct 18.0ct 20. Oct 22.0ct 24. Oct 26.0ct 28.0ct 30. Oct
Time

- Pearl Kim - N/A

Computers | Users | Taotal Sessions - Sessions / Day I
UL-LAPTOP-03 1 944 31
DESKTOP-NVNIORS

SVP-DESKTOP

UL-LAPTOP-06

LAPTOP-BREINPOM

Computers |: Users | Total Sessions I Sessions / Day -
UL-LAPTOP-03 1 944 31
DESKTOP-NVNIORS 1 278 g

SVP-DESKTOP 3 150 3

UL-LAPTOP-06 1 104 3
LAPTOP-BREINPOM 1 46 1

To view the session details for individual users, toggle the view mode from Computer to Users.

Lahl

View Activity Data for Computers using the options below.

Start Date End Date Select Department Select Property
10/01/2019% 10/30/2019 General - Session Count v

Select the user’s department.

Select Department
Sales v

All Departments N
Accounting
Accounts
Alexandrian Dept.
Business

csvdept
CSVDept2
Engineering
General
HomeOffice

T

Marketing

Owner

Q4

gap

super dept

tech support

@ Sessifnd Technician
Telco -
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Scroll down and click the desired user to view their time charts.

Users Computers | Total Sessions - Sessions / Day -

I Abe Kim 1 31 1 I

Showing 1to 1of 1 entries

Abe Kim

Users

® Sessions / Day

Time Chart for Abe Kim

Thu Oct 03 2019 11:21:28 CMT-0400 (Eastern Daylight Tima)
T_T§
rLoa  4.0a

60t  KOx 100 120a 140z 160z 180a  200¢ 220x 403 26.0m 20 100

7.1.1.2 Compliance Reports
Generates reports on login time, logout time, and session duration.

COMPLIANCE REPORTS % What's New L Notifications # Administration © Logout

- Generate Compliance Reports for Users using the filter options below.

COMPUTERS USERS Start Date End Date

Email me after generation GENERATE m

Date Name = Created By Size Actions
12/16/2019 11:21:00 AM Computers-Compliance-Report-1576513259.pdf Sale“gpe’ He o1ms Download Delete I

Select either Computers or Users to generate a report on.

Generate Comeliance Reports for using the filter cptions below:
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Then select the desired computers and users to include in the report.

.
i COMPLIANCE REPORTS
- Users usi
3 COMPUTERS SELECTED Start Dpte
SELECT ALL DESELECT ALL
DESKTOP-L25KUGE [Dept: General) ' Active Users I
Abe Kim [Dept Test Department 2) v
DESKTOP-L3C6CST [Dept: General] N |
Abhinav [Dept: General) v

DESKTOP-L3HOGD4 {Dept: General) 4

: Abhinav Jain (Dept: General)
DESKTOR-NVNIORS {Dept: General)

Admin Umar (Dept: _Client_Administrator_Access299)

I

DESKTOP-P3B6VTH (Dept: General)

AJ [Dept: IT)
DESKTOP-QEGFOON (Dept: General)

Ajay Chandhok (Dept General)
DESKTOP-R1DGIGF {Dept: General)

U 3 U ——
9/24/2018 1:25:10 PM Camputer mpliance-Report- 1569345809, pdf
D/24/2018 T24LL PN Computers-Compgliance-Report- 1569345883 pdf
S/Z42018 T23LL P Camputers-Compliance-Report- 1568345824 pdf

Select the Start Date and End Date by clicking the clock icon below the calendar.

Start Date fnd Date
ABE (DEPT: NULL) ABE KIM (DEPT: TEST DEPARTME... 10/01/2019 12:00 AM| 10/30/2019 12:00 AM

< October 2019 GEMNERATE

WOoMO TU OWE TH FR  3A

22 30 ' 3 4 s
L 7 -1 9 0 1 2
13 14 15 16 7 8 9
20 2 22 23 EC 26
Date Name Actions

[
r
o
ru
i
L
=1

10/30/2012 11:23:46 AM

Download Delets

10/30/2018 11

7 AN

Users-Compliance-Report-1572449006.ogf
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Start Date

End Date
COMPUTERS USERS 10/01/2019 12:00 AM 10/30/2019 12:00 AM
~ ~
12 00 @
v v
Date Name

Actions

Click Generate.

3 COMPUTERS SELECTED

Generate Compliance Reports far Users using the filter opticns below.

3 USERS SELECTED

Start Date End Date

Email me after generation GENERATE m
Date Name Created By Size Actions.
10/1/2019 3:22:57 PM Computers-Compliance-Report- 1569957776 pdi Gatekeeper Hub 4 MB

Download Delete

Download Delet

Download Delete

8 Logs

There are three different types of logs under the Logs tab for GateKeeper.

Logs

Client Logs

Server Logs

Alert Logs

Client Logs

This page maintains user activity on the GateKeeper Client computers.
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CLIENT LOGS % What's New [\ Notifications / Administration © Logout
> About this page ® Info
COMPUTERS INCLUDE USERS EXCLUDE USERS EVENTS
START DATE END DATE 100 Records v

SEARCH

Export to a CSV file

Date Computer User Domain Token Event

12/26/2019 4:50:13 PM DESKTOP-C3PEVEC - - - Remote Connect
12/26/2019 4:46:37 PM  SVP-LAPTOP-02 Siddharth Potbhare cclocal 299ETWI3Q8CGN User Connected
12/26/2019 4:46:11 PM SVP-LAPTOP-02 - - - GateKeeper Service Started
12/26/2019 4:37:53 PM  UL-LAPTOP-06 Sai Vaddi cclocal GK17-11525 Session Unlocked
12/26/2019 4:37:53 PM  UL-LAPTOP-06 Sai Vaddi cclocal GK17-11525 GateKeeper Unlock

Server Logs
This page maintains records of all activities and setting changes on the Hub server. Useful for audit
purposes and investigating incidents.

SERVER LOGS % What's New L\ Notifications /# Administration  Logout
» About this page @ Info
INCLUDE USERS EXCLUDE USERS ACTIONS

START DATE END DATE 100 Records v SEARCH

Export to a CSV file

Date Server User Role Action Description

12/26/2019 5:02:23 PM GateKeeper Hub Limited-User Logged In Logged in with username gkeeper
12/26/2019 4:44:56 PM GateKeeper Hub Limited-User Updated Group: Sai settings were updated
12/26/2019 4:41:26 PM GateKeeper Hub Limited-User Logged In Logged in with username gkeeper
12/26/2019 4:20:52 PM GateKeeper Hub Limited-User Logged In Logged in with username gkeeper

Alert Logs

Displays the delivery status of messages pertaining to GateKeeper events, whether these messages
have been “Delivered” or “Not Delivered.”

© 2020 Untethered Labs, Inc. Page 73 of 80



® GATEKEEPER

ALERT LOGS

» About this page

ALERTS

EVENTS

Export to a CSV file

Date

12/26/2019 2:45:17 PM
12/26/2019 2:37:16 PM
12/26/2019 2:14:28 PM
12/26/2019 2:14:28 PM

12/26/2019 2:08:28 PM

9 Scans

COMPUTERS

START

Alert
JamelComputerUnlock
JamelComputerUnlock
Alex Alert

Alex Alert

JamelComputerUnlock

DATE

Computer
DESKTOP-56MSF8M
DESKTOP-56MSF8M
UL-LAPTOP-03
UL-LAPTOP-03

DESKTOP-56MSF8M

% What's New £ Notifications

INCLUDE USERS

END DATE

User

Jamel Lugg
Jamel Lugg
Alex Lee
Alex Lee

Jamel Lugg

EXCLUDE USERS

100 Records

GateKeeper Hub Reference Guide

/& Administration O Logol

@ Info

SEARCH

Event

GateKeeper Unlock
GateKeeper Unlock
User Disconnected
GateKeeper Lock

GateKeeper Unlock

Delivery Status
Not Delivered
Not Delivered
Delivered
Delivered

Not Delivered

The Scans page maintains records about how far/near a GateKeeper token was to a client computer,
displays the username associated with the token, and the time when it sensed the token.

Each GateKeeper USB proximity sensor (receiver) scans for GateKeeper tokens present around it and
reports its findings. The records can be filtered based on computer name, users, range, and dates.

This is an excellent tool for security and incident investigations.

SCANS

»  About this page

COMPUTERS

Start Date

Export to a CSV file

Date

12/26/2019 5:13:54 PM
12/26/2019 5:13:34 PM
12/26/2019 5:12:38 PM

12/26/2019 5:12:00 PM

INCLUDE

End Date

© 2020 Untethered Labs, Inc.

USERS

Computer

SVP-DESKTOP
SVP-DESKTOP
SVP-DESKTOP

SVP-DESKTOP

% What's New £ Notifications

EXCLUDE USERS

100 Records

User

Pearl Kim

Pearl Kim

Pearl Kim

Michael Ford

ALL RANGES

& Administration O Logout

@ Info

! SEARH

Decision
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10 Applications

This page contains the links to download all the latest GateKeeper applications. Check the version
number of the current application installed on your system and if it’s not the latest one, under the
Download category click the download icon to update it.

GateKeeper also has scripts for easy, silent install to all the Client computers to ensure no downtime.

APPLICATIONS ¥ WhatsNew L\ Notifications  Administration O Logout
> About this page @ Info
Software

Name Description os Version Release Download
GateKeeper Client App (Win) GateKeeper Client Application for proximity-based computer access (Win) Win 7,818 10 3824 12/23/2019 &
GateKeeper Client App (macO5s) GateXeeper Client Application for proximity-based computer access (macOS) macos 10.13, 1014 3812 12/3/2018 4
GateKeaper Remote App (Win) GateKeeper 3pp 0 run a1 3 remote server to MaNage BECEsS to CradEntials on 3 remote CoMpUter. T TR0 SENTIN g 12/23/2018 &
GateKeeper Hub (Win) On-site server application to manage network sccess through Gatekeeper Win Senver 2012 3524 11/15/2019 &
GateKeeper Password Manager GateKeeper Chrome extension for neb and OTP passwiord management Google Chome 144 12/15/2019 &
GateKeeper Password Manager GateKeeper Firefox Add-on for web and OTP password management Mozilia Firefox 144 12/15/2019 N
GateKeeper Trident Turn your phone into a GateKeeper soft token with the Trident app Android 7.0+ 19 5/1/2019 &
Catecaeper PN Sereen Overiay Apo ;.Ap\gsér::;nudv:\r\:/avp cation to force user to type In GateKeeper PIN for computer access (Needs GateKeeper Client | . - n
1gofgiems < [1)> [10/page
Reference Guides
Name Description os Version Release Download
GateKeeper Best Practices Guide Best practices guide for using GateKeeper Win and mac0s 20 117152019 &
GateKeeper Client Reference Guide Operation and reference guide for the GateKeeper client application win 20 11/15/2019 &
GateKeeper Hub Reference Guide Operation and reference guide for the GateKeeper Hub server application Win Server 2012+ 16 6/19/2018 &
GateKeeper Hub Installation Guide Instalation guide for the GateKeeper Hub server appiication Win Senver 2012+ 0 &19/2018 &4

11 Frequently Asked Questions (FAQs)

11.1 Server setup

How can | check if the GateKeeper server is installed on my local machine?
Open Control Panel > Programs > Programs and Features, search for GateKeeper Hub.

{3‘ » Control Panel » Programs » Programs and Features v O IGateKEEpErHubl * I

Home .
Uninstall or change a program

updates To uninstall a prograrm, select it from the list and then click Uninstall, Change, or Repair.
; features on or

Organize *  Uninstall/Change E=ENE 4 o
Mame Publisher Installed On Size V Version
| & GateKeeper Hub Untethered Labs 10/30/2013 182MB 3.5.10 |
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How can | obtain the IP address of the computer with the GateKeeper server installed?
Log in to the computer where the GateKeeper server is installed and open the Command Prompt from
the Start Menu, type ‘ipconfig’ and hit Enter. The computer’s IP address is the one corresponding to

the IPv4 Address.

11.2 Account Management

Why do | need a license?
The GateKeeper Enterprise license is used to activate the server dashboard which allows you to

manage permissions to access computers on the network and enforce global settings on all the Client
computers connected to the GateKeeper server. Each end user requires 1 user license.

Where can | find my licenses?
After purchase, log in to your online GateKeeper account on the Customer Portal. Click Licenses.

Welcome to the GateKeeper Enterprise Portal

Please use the following sections to access GateKeeper Enterprise resources.

LIVE DEMO OF GATEKEEPER ENTERPRISE

Enterprise Software

Get the latest versions of the GateKeeper client and server software -

Licenses

Download your server license.

You will be directed to the License Files for GateKeeper Hub Server Application.

License Files for GateKeeper Hub Server Application

Download your license file(s) from the links below. The license file needs to be uploaded into the server application to enable full

functionality.

Assigned To Nodes Type Valid From Valid To Download
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Click the o icon under Download.

Abraham Kim 5 N/ 17-05-17 17-05- @

J;\
(=]
[=]
-]
[e]
wn
—
|
(=]
(=]
-]
()
(9]
(98]
e

How do | upload a license?
Make sure to have your server license purchased and downloaded.

Open the Hub in your browser. Click Administration (the "' icon) on the top right of the screen.

m i ADMINISTRATION b What's New £\ Notifications & Administration & Logout
- [)

On the Administration page, click Hub Administration. This will expand and show more fields.

ADMINISTRATION ¥ What's New L) Notifications #* Administration  Logout
» About this page @ Info
= Hub Administration L~
Scroll down to the Licenses field.
GATEKEEPER
Hub Licenses
Valid Valid Until Us Assigned Email oh Days Left Statu Off-site Act
gkeeper . From alid Until :l To mail one ays Le . Access ctions
Deshboard 120032019 12/032119 50 ’:::5:3“““ 5 iﬂjm'a::if—-g-" cooariees 36413 °
Groups & Se SaiSandeep  saisandeepvaddi@®gm
oups ttings 270572019 30872000 sg _::_ deep :... :in'f.e_.a.. g 6824722966 . o
Computers
/032010 2/03/2020 5 Sai Sandeep saisandeepvaddi@gm 6824722066 o
add ail.com

Click BROWSE, find the license file downloaded from the GateKeeper Customer Portal after purchase.
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Licenses
Valid Until Users Name Email Phone Days Left Status Off-site Access Actions
1 0 PM ULsbsMainkSPTest sid@ulzos. 61 L]

Select the license and click UPLOAD to finish updating your license.

Licenses
Valid Until Users Name Email Phone Days Left Status Off-site Access Actions
12/30/201 T00:00 PM 400 ULsbsMainhSPTest sid@ulsios. &1 [
10/30/2019 800:00 PM 10 52 Bgkzcczsscom Expired ]

How can | grant another user permission to access the dashboard?
On the Users page, click “Add Users”.

Fill in the profile details (Tokens and Credentials are optional).

Add Users X
L]
Profile
Add from Active Directory Add from file
Name Email Phone Number Department Actions
Genera Remove
+ Add Row
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Click Save Users.

Add Users

Summary

Verify and Save users
Check information here

Name Token Serial Number Domain Username

Abraham

frevews

11.3 User Management

What to do if a user loses their GateKeeper token?
In case a user loses their token, search for their name on the Users page using the search filter.

USERS ¥ What's New [} Notifications 4 Administration © Logout

» About this page @ Info

Update AD Accounts + Add Users

Credential
User¢ Department ¢ Tokens ¢ redentia & Actions
s

Under the Actions column, click Manage. The “Manage user: [User’s name]” side panel will appear.

Name Uepartment Iokens Lregentiais Actions

Click the Tokens Tab.

Manage user: Abe Kim @ Info X

Profile Groups Tokens Credentials

+ Add Token

Type Serial MAC Address Battery Actions

Halberd GK17-12729 C1:F5:64:82:F3:BE (L]

[l

Under the Actions column, click Delete. This will remove their token from their account.
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Type Serial Mac Address Battery Actions

Halberd 5K17-12729 C1F5:6482F3BE =

Add a new token to the user’s account from the desktop application or the server dashboard.

What if a user comes in to work without their GateKeeper token?

Users can always log in using their Windows or Mac username and password as the GateKeeper does
not mask the Windows or Mac method of logging in. But, to ensure best practices, a new GateKeeper
token must be added to the user’s account. When the user brings back their original token, delete the
backup token from their account.

11.4 Logs

What happens to the logs if a computer is not connected to the server?

The computers also keep track of logs locally. When they connect back to the GateKeeper Hub, the
logs are synchronized with the server logs. No records are missed if the computer is connected back
to the server within two days.

12 About

Untethered Labs, Inc.

www.gkaccess.com

5000 College Avenue, College Park, MD 20742 USA
Email: support@gkaccess.com

Phone: 240-547-5446
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